Device Support Specification

Clavister InSight™ Supported Devices

Clavister SSP™ Security Services Platform
firewall ® VPN termination e intrusion prevention e anti-virus
anti-spam e content filtering e traffic shaping @ authentication
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Clavister InSight™ Supported Devices

Overview

Clavister Insight™ is an award-winning, easy-to-use Security Information and Event Management (SIEM) solution that provides
essential real-time security intelligence to help decipher hacker/virus behavior, combat security threats and meet regulatory com-
pliance requirements across the entire IT infrastructure.

Apart from supporting the Clavister Security Gateway product series, Clavister InSight™ support a large number of third-party
devices. The supported products are listed below.

Vendor Version

Astaro Firewall ASG 1xx, 2xx' 6.x and above

Astaro Security Gateway 320, 425" 6.x and above
Barracuda 2xx, 3xx, 4xx, 6xx, 8xx, 9xx' 3.xand above

BlueCoat Proxy SG 200, 400, SG 800, SG 8000'* 2.x and above

Check Point Edge W32, WU R57,R58, R60, R61, R62
Check Point Enterprise NGX R57, R58, R60, R61, R62
Check Point Express 50, 100, 250, 500 R57,R58, R60, R61, R62
Check Point Express Cl 50, 100, 500 R57, R58, R60, R61, R62
Check Point FW1 Limited, NG, NGX Standard R57, R58, R60, R61, R62
Check Point HA VPN-1 25, 50, 100, 250, 500 R57,R58, R60, R61, R62
Check Point VPN Pro 50-NG, 100-NG, XL-NG, 500-NG, U-NG R57, R58, R60, R61, R62
Check Point VPN-1 Edge W8, W16, X8, X16, X32, XU R57, R58, R60, R61, R62
Check Point VPN-1 Express 25, 50, 100, 250, 500 R57,R58, R60, R61, R62
Cisco 12xxx Routers ACL 12.x and above

Cisco 2xxx, 3xxX, 4xxx, 6xxx, 8xxx Catalyst Switch' 7.4 and above

Cisco 65xx IDS Blade, 6xxx PIX Blade' 12.x and above

Cisco 6xxx, 7xxx Routers ACL (10S Firewall, 10S IDS)™ 12.x and above

Cisco ASA 55xx™ 8.x and above

Cisco FWSM' All Versions

Cisco IDS 42xx, 4250XL' 12.x and above

Cisco IDSM, IDSM-2"? 12.x and above

Cisco LS10xx™ 6.X

Cisco MC38xx' 6.x

Cisco NetFlow' 15789

Cisco PIX 501, 505, 506, 506E, 510, 515, 520, 525, 535 8.xand above

Cisco Router 8xx, 1xxx, 2xxx, 3xxx, 4xxx ACL (I0S/IP Firewall, 10S IDS)'™ 12.x and above

Cisco VPN Concentrator 3xxx 7.x and above

Clavister SG 30, 50, 3xxX, 4xxX, 5xxx"? 7.x and above
CyberGuard FS2xx' 2.0.1 and above
CyberGuard KS100, 1500, 1500R™ 2.0.1 and above
CyberGuard SG3xx, bxx'? 2.0.1 and above
CyberGuard SL3200" 2.0.1 and above
Enterasys Dragon Network IDS/IPS (all models) 2.x and above

Extreme Alpine 3xxx" 6.x and above

Extreme BlackDiamond 6xxx, 8xxx, 12xxx' 6.x and above

Extreme Summit 3xx, 4xx" 6.x and above

F5 FirePass 1200, 4100 & 4300'% all versions

Fortinet Fortigate 50, 60, 60WiFi, 100, 200, 300, 400 2.x and above

Fortinet Fortigate 500 and above 2.5 and above

Foundry Biglron 15xxx 7.6.04 through 8.0
Foundry Biglron 4xxx, 8xxx 7.6.04 through 8.0
Foundry Biglron RX-16 1.x through 3.2
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Vendor

Version

Foundry Biglron RX-8, RX-4, MG8

1.0 through 3.2

Foundry Fastlron (I or II) 15xx, 96xx, 12GCF

3.0 through 9.1

Foundry Fastlron (I or I) 24xx, 48xx, Power Over Ethernet Series

3.0 through 9.1

Foundry Fastlron (I or 1) 4xx, 8xx

3.0 through 9.1

Foundry Netlron 15xx, 4xxx, 8xxx

3.0 through 9.1

Foundry Netlron 4xx, IMR 640, 8xx

3.0 through 9.1

Foundry Netlron MG8, MLX, 16xxx 3.0 through 9.1
H3C (3Com) AR 09, 10, 11, 12, 13, 14, 18, 28, 30, 31, 46 2.3.x
H3C (3Com) MRS 20, 30, MR50" 2.3.x

H3C (3Com) NetScream

1.x through 3.2

H3C (3Com) S3xxx Series'® 2.3.x
H3C (3Com) S5xxx, 7xxx (NetStream)™ 2.3.x
H3C (3Com) S9xxx™ 2.3.x
H3C (3Com) SecPath Fixx, F1xxx' 2.3.x
HP Procurve 25xx, 26xx, 28xx, 34xx, 35xx, 41xx, 42xx, 51xX, 61xX, 62xX, 81xx, 93xx, 94xx" 7.x and 8.x

iPolicy Intrusion Prevention Firewall 2100, 2200, 3300, 4440, 4600, 6420, 6425

2.5.xand above

IronPort C 1xx, 3xx, 1xxx"?

4.5.x and above

Ironport C 6xx"

6.5.x and above

ISS Proventia A1204, A201, A604, G100, 200, G1000'#

2.xand above

ISS Proventia M30'*

2.xand above

ISS Proventia M50 (FW, IPS, Anti-virus, Anti-spam)'?

2.x and above

ISS Realsecure IDS™

2.xand above

Juniper 63xx'

6.x and above

Juniper C-Flow'®

1,5,7,8,9

Juniper ISG 2xx, 5xx, 1xxx'

5.xand above

Juniper M20, 40e, 320"

6.x and above

Juniper Netscreen 2xx

2.xand above

Juniper Netscreen 5GT, 5XT, 25, 50, 2xX, 5xX, 5xxx

5.xand above

Juniper NetScreen IDP 10, 100, 200, 500, 1000, 1100

5.xand above

Juniper Netscreen SSLVPN 7xXx, 2xxx, 3XXX, 4XXX, 6XXX

1.04 and above

Juniper Routers M7i, 10i, 23xxi, 43xx"

6.x and above

Juniper SSG 5, 20, 1xx, 5xx™

5.x and above

McAfee IntruShield 1xxx, 2xxx, 3xxx, 4xxx"

1.8 and above

McAfee WebShield (software)? 25

Microsoft ISA Server Dual Processor™ 2000, 2004
Microsoft ISA Single Processor'* 2000, 2004
MiraPoint RazorGate 1xxx, 3xxx, 5xxx" all versions

NetContinuum NC 1000, 2000

3.xand above

NetGuardian 1000, 2000, 3000

2.xand above

Nokia IP 40, 1xx, 2xx, 3xX, 5xX, 7XX, TXXX, 2XXX

R57, R58, R60, R61, R62

Nortel VPN Contivity 100, 1000

2.1 and above

Nortel VPN Contivity 200, 400"

2.x and above

Radware DefensePro 6000'*

all versions

Radware DefensePro IP x02, x20

all versions

Reflex Security IPS 15xx, MG5, MG10"

5.xand above

Reflex Security IPS 25, 50, 75, 1xx'#®

5.xand above

Secure Compuing SecureWire 2xx, 5xx

5.xand above

Secure Computing Class S

6.x and above

Secure Computing IronMail Class C, Class E

6.5.x and above
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Vendor Version

Secure Computing SecureWire 1xx, 2xx 5.xand above
Secure Computing Sidewinder 3xx, 4xx, 5xX, TXXX, 2XXX, 4XXX 6.x and above
Secure Computing SnapGear 3xx, 5xx, 6xX, 7xx 3.xand above
ServGate 100, M30" 1.5 and above
Servgate EdgeForce SG Firewall'” 1.5 and above
SNORT IDS Sensor (all models)™ 1.x and above
SonicWall PRO 230, 3060, 4060, 5060, PRO-VX 4.x through 6.2.x
SonicWall SOHO TZ, SOHO TZW, TZ 1xx, TELE, TELE2 TELE 3 SP, TELE 3 Spi 4.x through 6.2.x
SourceFire NS500, NS1000, NS2000, NS2100, NS3000' 1.9 and above
Stongeate (all models) 1.x through 2.5
Symantec Enterprise Firewall'”® 1.X,2.X,3.X
Symantec Gateway Security 3xx, 4xx, 54xx 1X,2.X, 3.
TippingPoint Unity 50, X505, 100E, 200, 400, 1200, 2400, 5000E™ 2.xand 3.0
TopLayer Attack Mitigator 5500 - models 50, 100, 150E, 500, 500E, 1000, 1000F' 2.x and above
Trend Micro IMSS (InterScan Messaging Security Suite)'?® 4.xand 5.x
WatchGuard Firebox X5, X15, SOHO 6, SOHO 6 Wireless' 4.x through 7.5
WatchGuard x50, x700, x1000, x 2500, x5000, x6000, x8000" 4.x through 7.5

1 Configuration Analytics not supported
2 Asset Analytics not supported
3 Performance Analytics not supported

NOTE: Product support and firmware versions are subject to change.
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