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Introduction

Clavister Security Services Platform (SSP™) is our proven, feature-rich, service-oriented framework for providing best-in-class
security solutions. Clavister SSP™ consists of Clavister Network Security Elements, Clavister Lifecycle Systems, and Clavister
Lifecycle Services. Clavister SSP™ combines precise control, fine-granular administration, and seamless scalability making it easy
to provision the perfect solution for any customer; be it a small organization, a large Internet Service Provider, a Managed Security
Service Provider, or a multimedia-ready telecommunication operator.

Clavister Network Security Elements

These are the physical building blocks that you install in your network. Clavister SSP™ currently offers two network security ele-
ments; Clavister Security Gateway Series and Clavister Secure Access Gateway. The Clavister Security Gateway is available both
as a pre-packaged turnkey appliance solution for fast and easy deployment or as a distributed software-only solution for your
preferred hardware platform. The Clavister Secure Access Gateway Series is available as a pre-package turnkey appliance solution
only and offers SSL VPN, Single Sign-On (SSO) and multi-factor authentication (MFA).

Clavister Lifecycle Systems

The Clavister Lifecycle Systems is a set of software components enabling true network security management throughout the
entire lifecycle, including deployment, monitoring and reporting, configuration and integration, as well as analysis, optimization
and troubleshooting. Clavister FineTune™ and the Web-based administration user interface enable you to manage a large set of
Clavister Network Security Elements. Clavister InSight™ is our premium Security Event and Information Management (SEIM)
system, which does not only support Clavister security network elements, but also a majority of other network devices. By cor-
relating data from all network elements, you get a complete log of all activities in your network. Clavister PinPoint™ completes
the Clavister Lifecycle Systems suite with accurate and precise real-time information packaged in a convenient dashboard-style
application.

Clavister Lifecycle Services

The Clavister Lifecycle Services empowers you and your products with tools, services, and resources that help maximize benefits
and eliminate problems, including planning, deployment, optimization, operations and maintenance. The Clavister Lifecycle
Services include the Clavister Service Provisioning Network (CSPN) for automated signature updates, the Clavister xPansion Lines™
license upgrade framework and Clavister's award-winning Technical Support.

The Clavister SSP™ service-oriented framework provides you with a secure environment for your business; either as a service pro-
vided to you by a Managed Security Service Provider (MSSP) or as systems and services integrated in your own network.

For more information about Clavister products and services, please visit us at: www.clavister.com.

INntroduction

Organizations today are experiencing more intrusion attacks than ever. The attacks are more refined, more vicious and more orga-
nized then they where only two years ago. Not confined to the sole hacker anymore; these attacks are organized and coordinated
like modern business organizations.

Organizations must trust their information security systems to protect their information from these serious threats. Failure could
result in significant financial losses and in some cases, even bankruptcies. This makes the selection and implementation of security
solutions that prevent intrusion attacks and malware threats a strategic requirement. This document is intended to assist you in
understanding how Clavister Intrusion Detection & Prevention (IDP) works and the benefits it bring to your organization.

Every network has malicious traffic in it. This traffic could be generated by someone outside the organization trying to unlawfully
gain information or it could be a disgruntled employee on the inside looking to cause havoc. Regardless who it is, you want to
know and do something about it. This is where Clavister IDP comes in. The Clavister IDP solution will prevent the attack, collect
data about the attack and inform you about the attack. This enables you to go back and do some forensic analysis using Clavister
InSight™—Clavister's premium Security Information Event Management (SIEM) solution.
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INntrusion Detection and Prevention

Intrusions differ from viruses in that a virus is normally contained in a single file download and this is normally downloaded to a
client system. An intrusion manifests itself as a malicious pattern of internet data aimed at bypassing server security mechanisms.
Intrusions are not uncommon and they can constantly evolve as their creation can be automated by the attacker.

One of the critical aspects of an IDP solution is to differentiate between the regular or good network traffic and the malicious or
bad network traffic in you network. The following network traffic scenarios can be identified in terms of IDP operations.

. Malicious Network Traffic: IDP solution incorrectly identify malicious network traffic as regular network traffic

This is the worst thing that can happen with an IDP solution. It means that the IDP solution failed to do its job. Failure
can be attributed to many things, such as inadequate or non-comprehensive IDP mechanisms.

. Malicious Network Traffic: IDP solution correctly identifies malicious network traffic

This is the first ideal result of an IDP solution. The ability to detect malicious network traffic with speed and reliability is
referred to as intrusion detection accuracy. The more accurate the IDP solution is, the more you can trust its abilities. A
system must have proven accuracy before you enable it to take the necessary actions in securing your network.

. Regular Network Traffic: IDP solution incorrectly identifies reqular network traffic as malicious network traffic

This is often referred to as a false alarm or a false positive. This is the most troublesome and time-consuming character-
istic of an IDP solutions. What happens is that the IDP solution incorrectly identifies something in normal network traffic
as being an attack. This scenario is detrimental because you still need to investigate the alarm to determine if it is in fact
an attack and assess any damage. This can be both time consuming and laborious, and in the end it turns out to be a
false positive. Nevertheless, you need to follow up on every generated alarm to make sure. You need to tweak your IDP
solution to minimize false positives.

. Regular Network Traffic: IDP solution correctly identifies the reqgular network traffic

This is the second ideal result of an IDP solution; identifying regular network traffic for what it is - just plain ol' regular
network traffic.

Given these different scenarios, we are going to focus on how Clavister IDP works and how you can utilize its powerful features to
secure your network traffic from malicious threats.

Clavister Extended Unified Threat Management

Clavister Intrusion Detection & Prevention (IDP) is part of the Clavister Extended Unified Threat Management (xUTM) solution that
provides best-in-breed Intrusion Detection & Prevention (IDP), Web Content Filtering (WCF), Anti-Virus and Anti-Phishing. The
converged security solution provides your IT department with a comprehensive toolbox which is easy to use, low on maintenance
and scales as you grow. All components in the Clavister xUTM solution are built to lower your maintenance as it increases the
productivity within your company.

Clavister Service Provisioning Network

The Clavister Service Provisioning Network (CSPN) is a global network of secure and high performance servers managed by
Clavister that ensures fast, accurate and safe delivery of Intrusion Detection & Prevention (IDP) and Clavister Anti-Virus signatures,
as well as classification databases for the managed Web Content Filtering (WCF) services. The CSPN is the backbone in Clavister
Zero-Day Protection (CZDP).

Clavister Intrusion Detection & Prevention

Clavister Intrusion Detection & Prevention (IDP) is a Clavister CorePlus™ module that is designed to protect against intrusion at-
tempts. The IDP module operates by monitoring network traffic as it passes through the Clavister Security Gateway, searching for
patterns that indicate an intrusion is being attempted. Once detected, Clavister CorePlus™ IDP takes steps to neutralize both the
intrusion attempt, as well as its source.
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You need to ask yourself a couple of questions before engaging the Clavister IDP module. Answers to these questions will deter-
mine how you configure the IDP module.

o Type of Traffic to Analyze
You need to determine which network traffic you want to analyze.
. Data Traffic to Search
You also need to determine which type of data you want the search for in that network traffic.
° Actions to Take
You need to determine what kind of action that Clavister IDP should take if an intrusion attempt is detected.

Performance Considerations

Intrusion Detection & Prevention (IDP) in general is a resource-intense task and therefore it is important not to create redundant
overhead by checking for too many inapplicable signatures and signature groups. Do not use the entire signature database. In fact,
you will get a warning if you try to configure the entire signature database. You should also avoid using signatures and signature
groups unnecessarily. Instead, use only those signatures or groups applicable to the type of traffic you are trying to protect. For
instance, using IDS _ WEB*, IPS _ WEB*, IDS _ HTTP* and IPS _ HTTP* groups would be appropriate for protecting an HTTP
Server.

Clavister IDP traffic scanning creates an additional load on the hardware. In most cases this should not noticeably degrade per-
formance. However, using too many signatures during scanning can make the load on the hardware unnecessarily high, adversely
effecting throughput.

NOTE: Clavister IDP performance can be increased with an optional hardware acceleration upgrade card
on most Clavister Security Gateways. Multiple streams are accelerated asynchronously in this optional
hardware to boost overall throughput. Use the console command hwaccel to check if hardware accel-
eration is installed.

Clavister IDP Signatures

Clavister IDP Signatures is brought to you as a service. By subscribing to this service you get access to latest Clavister IDP Sig-
natures, including the highly unique component-based signatures. The signatures are provided automatically to your Clavister
Security Gateway through the Clavister Service Provisioning Network (CSPN), which ensures the highest level of security and
speed of delivery. Most competitors rely on either open-source signatures or by writing signatures by hand. This approach is highly
cumbersome and laboriously, and also error prone. These competitors are reacting to publicly known attacks and focus mainly on
exploits.

Clavister is focused on security threats and delivering signatures that can prevent intrusion threats. The advanced algorithms in
use together with ‘human-in-the-loop' analysts, enables us to be proactive and quickly produce high quality signatures that ad-
dress multiple vectors of an attack, such as infection, payload, exploit, shellcode, etc.

Our highly accurate approach enables us to use auto-generate signatures with the capability to label multiple components of the
attack. When a signature component is seen in other new or mutated attacks, Clavister already has a signature capable of blocking
the attack in its database. This approach makes Clavister unique and strong on Zero Day Protection and mutated attacks.

Signature Service Updates and Coverage

With the speed of new attacks on the Internet, you need a combination of a wide vision and fast signature generation. The
Clavister IDP Signature service generates an average of 20 signatures per week. Most competitors require days or weeks to write
a new signature. The process behind our signature updates enables us to generate and release validated signatures in hours and
includes complete coverage on complex attacks such as the Metasploit and CA Brightstor attacks.
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Additionally, Clavister IDP Signatures cover the following categories of attacks:

. Root Level Exploit
. User Level Exploit
. Back Door Activity
. Exploit Check

. Worms & Virus'
. Back Door Check
. Denial of Service
. Policy

. Discovery

. Suspicious

. Component

Clavister IDP Components

There are several components that together form the Clavister IDP service. This section will explain each component and how they
work. But first, we need to establish how packets are processed:

Initial Packet Processing

The initial order of packet processing when Clavister IDP is configured is as follows:

1. A packet arrives at the Clavister Security Gateway and Clavister CorePlus™ performs normal verification. If the packet is
part of a new connection then it is checked against the IP rule set before being passed to the IDP module. If the packet is
part of an existing connection it is passed straight to the IDP module. If the packet is not part of an existing connection
or is rejected by the IP rule set, it is dropped.

2. The source and destination information of the packet is compared to the set of IDP rules defined by the administrator.
If a match is found, it is passed on to the next level of IDP processing, which is pattern matching (see below). If there is
no match against an IDP rule then the packet is accepted and the IDP module takes no further actions, although further
actions defined in the IP rule set can be applied, for example, address translation and logging.

The following sections will explain in detail what IDP rules are and how IDP pattern matching works.

IDP Rules

An IDP rule defines what kind of traffic, or service, that the IDP module should analyze. An IDP rule is similar to an IP rule and
the IDP rule is constructed like other security policy rules in Clavister CorePlus™. An IDP rule specifies a given combination of
source/destination and interfaces/addresses. It is also associated with a Service object, which defines which protocols to scan. But
most importantly, an IDP rule specifies what type of Action to take when detecting an intrusion attempt in the traffic targeted by
the IDP rule.

Insertion/Evasion Attack Prevention

Overview

When defining an IDP rule, the administrator has the option to enable or disable the ability to Protect Against Insertion/Evasion
Attack. These forms of attacks are specifically targeting IDP systems. They exploit the fact that in a TCP/IP data transfer, the data
stream must often be reassembled from smaller pieces of data because the individual pieces either arrive in the wrong order or are
fragmented in some way. Insertion/Evasion attacks are designed to exploit this reassembly process.
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Insertion Attacks

An insertion attack consists of inserting data into a stream so that the resulting sequence of data packets is accepted by the IDP
system, but will be rejected by the targeted application. This result is two different streams of data.

For example, consider a data stream broken up into 4 packets: P1, P2, P3 and P4. The attacker might first send packets P1 and P4
to the targeted application. These will be held by both the IDP system and the application until packets P2 and P3 arrive so that
reassembly process can be done. The attacker now deliberately sends two packets, P2" and P3', which will be rejected by the appli-
cation but accepted by the IDP system. The IDP system is now able to complete the reassembly process of the packets and believes
it has the full data stream. The attacker now sends two further packets, P2 and P3, which will be accepted by the application
which can now complete its reassembly process. This results in different data stream than that seen by the IDP system.

Clavister CorePlus™ automatically corrects the data stream by removing the extraneous data associated with the attack when you
enable the Protect Against Insertion/Evasion Attack option.

Evasion Attacks

An evasion attack has a similar end-result to the insertion attack in that it also generates two different data streams, one that the
IDP system sees and one that the target application sees, but it is achieved in the reverse way. It consists of sending data packets
that are rejected by the IDP system but are accepted by the target application. The end result is the same; two different data
streams.

Clavister CorePlus™ automatically corrects the data stream by removing the extraneous data associated with the attack when you
enable the Protect Against Insertion/Evasion Attack option.

Insertion/Evasion Log Events

Insertion/Evasion attacks can generate two types of log message:

. An Attack Detected log message indicates that an attack has been identified and prevented.

. An Unable to Detect log message when Clavister CorePlus™ has been unable to identify a potential attack when reas-
sembling a TCP/IP stream, although such an attack may have been present. This condition is usually caused by infrequent
and unusually complex patterns of data in the stream.

Recommended Configuration

By default, insertion/evasion protection is enabled for all IDP rules and this is the recommended setting for most configurations.
There are two motivations for disabling this option:

. Increasing throughput - Where the highest throughout possible is desirable, then turning the option off, can provide a
slight increase in processing speed. However, you should consider upgrading your system with a hardware acceleration
card if you want to increase your throughput before turning this option off.

. Excessive False Positives - If there is evidence of an unusually high level of insertion/evasion false positives then disabling
the option may be prudent while the false positive causes are investigated.

IDP Pattern Matching

Signatures

In order for the IDP module to correctly identify an attack, it uses a profile of indicators, or pattern, associated with different types
of attack. These pre-defined patterns, also known as signatures, are stored in a local Clavister CorePlus™ database and are used by
the IDP module to analyze traffic for attack patterns. Each IDP signature is designated by a unique number.

Consider the following simple attack example involving an exchange with an FTP server. An intruder might try to retrieve the
password file passwd from an FTP server using the FTP command RETR passwd. A signature looking for the ASCII text strings
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RETR and passwd would find a match in this case, indicating a possible attack. In this example, the pattern is found in plaintext
but pattern matching is done in the same way on pure binary data.

Recognizing Unknown Threats

Attackers who build new intrusions often re-use older code. This means their new attacks can appear “in-the-wild" quickly. To
counter this, Clavister IDP uses an approach where the module scans for these reusable components, with pattern matching look-
ing for building blocks rather than the entire complete code patterns. This means that "known" threats as well as new, recently
released, "unknown" threats, built with re-used software components, can be protected against.

Signature Advisories

A'signature advisory is an explanatory textual description of a signature. Reading a signature's advisory will help explain what the
signature will search for. Due to the changing nature of the signature database, advisories are not included in Clavister documen-
tation but instead, are available on the Clavister Web site at: www.clavister.com/securityportal/advisories/.

IDP Signature Group Types

IDP offers three types of signatures groups; each offering different levels of certainty with regard to threats:

. Intrusion Protection Signatures (IPS) - are highly accurate and a match is almost certainly an indicator of a threat. Using
the Protect action is recommended. These signatures can detect administrative actions and security scanners.

° Intrusion Detection Signatures (IDS) - can detect events that may be intrusions. They have lower accuracy than IPS and
may give some false positives. It is recommended to use the Audit action initially before deciding to use the Protect
action.

. Policy Signatures - detect different types of application traffic. They can be used to block certain applications such as file

sharing applications and instant messaging applications.

IDP Signature Groups

Using Groups

Usually, several lines of attacks exist for a specific protocol, and it is best to search for all of them at the same time when analyz-
ing network traffic. To do this, signatures related to a particular protocol are grouped together. For example, all signatures that
refer to the FTP protocol form a group. It is best to specify a group that relates to the traffic being searched than be concerned
about individual signatures. For performance purposes, the aim should be to have Clavister CorePlus™ search data using the least
possible number of signatures.

1. Signature Group Type
The signature group type is one of the previously mentioned IDS, IPS or Policy Signatures.

2. Signature Group Category
This second level of naming describes the type of application or protocol. For examples: BACKUP, DB, DNS, FTP and HTTP.

3. Signature Group Sub-Category
The third level of naming further specifies the target of the group. This often specifies an application, for example MS-
SQL. The sub-category may not be necessary if the signature group type and signature group category are sufficient to
specify the target, for example APP_ITUNES.

A listing of all supported IDP groupings can be found in Clavister CorePlus™ Administration Manual.

Administrating Groups

Administrating IDP signature groups is done through selecting appropriate signatures from a hierarchical tree view displaying all
available signatures. This enables you to drill-down into the appropriate group sub-categories and select or deselect just the right
types of signatures. First you select the IDP type, IDS, IPS or Policy Signatures. Secondly you select the category followed by the
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sub-category. Going down further into the tree-view will show the individual signatures in a group. These individual signatures
can be turned off or on if desired so that a signature group can be changed to contain only those signatures you are interested in.

Actions

Action Options

If pattern matching recognizes an intrusion in the network traffic subject to an IDP rule, the Action associated with that rule is
triggered. The administrator can associate one of three action options with an IDP rule:

. Ignore - Do nothing if an intrusion is detected and allow the connection to stay open.
° Audit - Allow the connection to stay open but log the event.
. Protect - This option drops the connection and logs the event. There is also an additional option to blacklist the source of

the connection as described below.

Processing Multiple Actions

For any IDP rule, it is possible to specify multiple actions and an action type, such as Protect can be repeated. Each action will
then have one or more signatures or signature groups associated with it. When signature matching occurs it is done in a top-
down fashion, with matching for the signatures for the first action specified being done first.

IDP Blacklisting

The Protect option includes the option that the particular host or network that triggers the IDP rule can be added to a Blacklist of
offending traffic sources. This means that all subsequent traffic coming from a blacklisted source will be automatically dropped by
Clavister CorePlus™.

Example: Blocking Instant Messaging (IM)

To give you an example on how to use the Clavister IDP, we use an example on how to set it up to block Instant Messaging.

Many users today use instant messaging software, for example Skype, MSN Messenger, Yahoo! Messenger or Google Talk. Even if
the users are using a protected network they are not immune to threats. Instant Messaging (IM) software enables several people
to communicate simultaneously via linked computers. They enable rapid communication and usually also file and image sharing
capabilities. IM client software is easy to download and set up and they are also usually free. This makes them very attractive, but
also a potential threat. It is imperative that IM clients are taken into account when setting the safety rules imposed on users.

Opening attached files sent directly via an IM client without considering the potential dangers may allow all types of threats to
propagate in the company's IT system; Trojan horses, spam, phishing, Spyware, etc. Skype, a free IP telephony software product,
poses an obvious security problem because it uses the SSL channel and allows everything and anything through. Skype uses pro-
prietary encryption algorithms that are not published and therefore it is not possible to study Websense posted a serious security
warning on 18 December 2006 in one of its blogs that ".. a worm capable of self-propagation was using Skype", which illustrates
the necessity of blocking this type of software.

Configuring Blocking Instant Messaging Clients

It is very easy to block Instant Messaging (IM) clients using Clavister FineTune™. Follow the example below to block IM clients in
your network environment:

1. Start your Clavister FineTune™ application, if it is not already started, and select the Security Editor from the Tools menu.

2. Right-click on the Security Gateway to bring up the contextual menu and select Version Control > Check Out. You can
also select the Security Gateway and use Ctrl-0.
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Expand the Security Gateway by clicking on the + (plus) sign. Expand the Intrusion Prevention folder by clicking on the +
(plus) sign.

Right-click on the Intrusion Prevention Rules icon to bring up the contextual menu and select New Intrusion Prevention
Rule.... You can also select the Intrusion Prevention Rules icon and use Ctrl-N.

The Intrusion Prevention Rule Properties dialog is shown. Select the Intrusion Prevention Rule tab and enter the follow-

ing information:

Name: IM _ Blocking

Protect against insertion/evasion attacks: Yes
Source Interface: lan

Source Network: lannet

Destination Interface: any

Destination Network: all-nets

Select the Service tab and enter the following information:

Pre-defined: All

Select the Rule Actions tab. Click on the + (plus) sign to navigate the tree-hierarchy till you see Instant Messaging entry.
Check the Instant Messaging entry

Right-click on the checked Instant Message entry to bring up the contextual menu and select Configure... to bring up the
Intrusion Prevention Action Rule dialog. You can also double-click the Instant Message entry to bring up the Intrusion
Prevention Action Rule dialog.

Enter the following information in the Intrusion Prevention Action Rule dialog:

Action: Protect

Log Settings: Yes

Log Severity: <Default>

Automatically Add to Blacklist: No

Replace settings for all child object with these settings: Yes

Click OK several times to accept all changes.

NOTE: Remember to check-in and deploy the configuration. For more information, please see the
Clavister CorePlus™ Administration Manual.

Conclusion

This Feature Brief describes Intrusion Detection and Prevention (IDP) and how to use it to help you with your Clavister SSP™ instal-

lation. Below are some key customer benefits:

Clavister SSP™ Key Benefits

Robust Security

The purpose-built security offering from Clavister provides a complete set of security features, including SPI Firewalling
with DoS and DDoS protection, VPN with strong encryption, and User Authentication.

Rapid Deployment

The Clavister Security Gateway provides effortless and rapid deployment. A trained technician can easily deploy and
configure new network security elements within minutes, even across continents.

Flexible Traffic Control

The highly sophisticated bandwidth management capabilities in the Clavister Security Gateway make it possible to not
only guarantee bandwidth for business critical applications or server, but also to optimize the entire traffic flow in your
network and avoid inefficient bandwidth usage.

Lowered Costs for Administration

The powerful administration system that comes with Clavister Security Gateway enables organizations to lower the costs
for administration through centralized management. The administration system makes it possible to deploy and config-
ure all devices across the network, no matter if they are located next door or across the globe.

Copyright © 2007 Clavister AB. All rights reserved.
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. High Performance

Scalable performance with unsurpassed maximum bandwidth, concurrent connections and simultaneous VPN tunnels
makes the Clavister Security Gateway the ideal choice even in the most demanding environments like Internet Service
Provider Networks, Data Centers, and telecom operators.

. Low Total Cost of Ownership (TCO)
Clavister's goal is to provide complete security solutions more cost efficiently than any competitor. Clavister SSP™ with
its unique combination of integrated features, world-class service and support, and powerful administration system
provide the lowest TCO and the best price/performance ratio possible.

Intrusion Detection and Prevention Key Benefits

. Protects the network against application-driven attacks that traditional firewall can not detect
o Increases productivity by being able to block applications, for example Peer-to-Peer (P2P) and Instant Messaging (IM)
. Decreases risk of information leakage through the use of P2P and IM applications

. Reduces the risk for copyrighted material being downloaded through P2P and IM applications

. Provides a robust and pro-active protection against zero-day attacks through the use of the highly unique component-
based signatures

. Helps to enforce the organizations security policies by offering signatures that blocks the use of specific protocols or
application functions

. Lowers the Total Cost of Ownership (TCO) by integrating best-of-breed IDP functionality in a converged and multi-pur-
pose security gateway

. Minimal latency and performance degradation thanks to the highly optimized engine and use of optional hardware ac-
celeration

Feedback

Clavister Product Marketing is always interested in feedback from our readers. Please direct suggestions, comments or questions
regarding this document to product-marketing@clavister.com. Please include the title of the document in your email.

About Clavister

Clavister - a Swedish privately owned company developing IT security products, including its award-winning Clavister Security Services Platform (SSP™). This service-
oriented framework enables organizations to monitor network traffic, protecting critical business assets and blocking undesirable surfing. It will also protect you
against intrusion, viruses, worms, Trojans, and overload attacks. It requires minimal servicing, with central administration, and has exceptionally flexible configuration
possibilities. Its seamless scalability makes it easy to provision the perfect solution for any customer; be it small organizations, large Internet Service Providers, Man-
aged Security Service Providers, or multimedia-ready telecom operators.

Clavister was founded 1997 in Sweden, with R&D and headquarters based in Ornskéldsvik and Sales and Marketing based in Stockholm. Its solutions are marketed and
sold through International sales offices, distributors, and resellers throughout EMEA and Asia. Clavister also offers its technology to OEM manufacturers.

For more information, please visit us at www.clavister.com.

Limitation of Responsibilities

The information in this document represents the current view of Clavister AB on the issues discussed as of the date of publication. Because Clavister must respond
to changing conditions, it should not be considered to be a commitment for Clavister, and Clavister cannot guarantee the accuracy of any information presented
after the date of publication. This document is for informational purposes only. CLAVISTER MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE
INFORMATION IN THIS DOCUMENT. Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights under copyright, no
part of this document may be reproduced, stored or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for
any purpose, without the written permission of Clavister. Clavister may have trademarks, copyrights, or other intellectual property rights covering subject matter in
this document. Except as expressly provided in any written license agreement from Clavister, the furnishing of this document does not give you any license to these
trademarks, copyrights, or other intellectual property.
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