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Copyright Notice

This publication, including all photographs, illustrations and software, is protected under interna-
tional copyright laws, with all rights reserved. Neither this manual, nor any of the material contained
herein, may be reproduced without written consent of the author.

Disclaimer

The information in this document is subject to change without notice. The manufacturer makes no
representations or warranties with respect to the contents hereof and specifically disclaim any im-
plied warranties of merchantability or fitness for any particular purpose. The manufacturer reserves
the right to revise this publication and to make changes from time to time in the content hereof
without obligation of the manufacturer to notify any person of such revision or changes.

Limitations of Liability

UNDER NO CIRCUMSTANCES SHALL CLAVISTER OR ITS SUPPLIERS BE LIABLE FOR
DAMAGES OF ANY CHARACTER (E.G. DAMAGES FOR LOSS OF PROFIT, SOFTWARE
RESTORATION, WORK STOPPAGE, LOSS OF SAVED DATA OR ANY OTHER COMMER-
CIAL DAMAGES OR LOSSES) RESULTING FROM THE APPLICATION OR IMPROPER USE
OF THE CLAVISTER PRODUCT OR FAILURE OF THE PRODUCT, EVEN IF CLAVISTER IS
INFORMED OF THE POSSIBILITY OF SUCH DAMAGES. FURTHERMORE, CLAVISTER
WILL NOT BE LIABLE FOR THIRD-PARTY CLAIMS AGAINST CUSTOMER FOR LOSSES
OR DAMAGES. CLAVISTER WILL IN NO EVENT BE LIABLE FOR ANY DAMAGES IN EX-
CESS OF THE AMOUNT CLAVISTER RECEIVED FROM THE END-USER FOR THE
PRODUCT.
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1. Version Summary
Version 8.60.05 is the latest version of the Clavister CorePlus™ kernel. For a list of appliances that
are supported by this version of the Clavister CorePlus™, please refer to the Compatibility section.

2. New Features
The following sections detail new features and enhancements in Clavister CorePlus 8.60. For a com-
plete list and description of all the features in Clavister CorePlus 8.60, refer to Clavister CorePlus
Admin Guide 8.60.

2.1. New Features and Enhancements in CorePlus 8.60.05

No new features were introduced in the 8.60.05 release.

3. Addressed Issues
The following sections detail the addressed issues in Clavister CorePlus 8.60 release.

COP items refer to issues in Clavister CorePlus and FNT items refer to issues in Clavister Fine-
Tune.

3.1. Addressed Issues in CorePlus 8.60.05

• COP-3427: DNS update of IPsec tunnels can cause a dead lock.

• COP-3518: The console command "ipsecstats -num 0" failed to show all tunnels as intended.

• COP-3956: A problem with the buffers console command can in some scenarios cause an SG50
appliance to restart.

• COP-3962: There where routing problems when trying to establish L2TP tunnels from Mi-
crosoft Windows Vista due to a changed behavior in the NAT traversal functionality.

• COP-4062: HA synchronization of IPSec tunnels did not work correctly on SG50 appliances,
leading to problems renegotiating tunnels after an HA hand-over.

• COP-4100: HA cluster heartbeats were not sent often enough on each interface on appliances
with many configured interfaces.

• COP-4409: IP-packets with high protocol numbers would not be forwarded through the system
when using Allow or NAT rules. Allowing the traffic using FwdFast rules would however work.

• COP-4486: There was a problem in collecting statistical data from several concurrent Netcon
connections due to a fixed limit in the number of sessions allowed. An advanced setting
(NetConMaxChannels) is added to control the maximum amount of concurrent connections.

4. Installation Instructions
For detailed installation and upgrade instructions, please refer to the Firmware Upgrades chapter in
the Clavister CorePlus Admin Guide 8.60.

5. Known Issues
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• HA: Transparent Mode won't work in HA mode There is no state synchronization for Trans-
parent Mode and there is no loop avoidance.

• HA: No state synchronization for ALGs No aspect of ALGs are state synchronized.
This means that all traffic handled by ALGs will freeze when the cluster fails over to the other
peer. If, however, the cluster fails back over to the original peer within approximately half a
minute, frozen sessions (and associated transfers) should begin working again. Note that such
failover (and consequent fallback) occurs each time a new configuration is uploaded.

• HA: Tunnels unreachable from inactive node The inactive node in an HA cluster cannot com-
municate over IPsec, PPTP, L2TP and GRE tunnels, as such tunnels are established to/from the
active node.

• Inactive HA member cannot send log events over tunnels.

• Inactive HA member cannot be managed / monitored over tunnels.

• OSPF: If the cluster members do not share a broadcast interface so that the inactive node can
learn about OSPF state, OSPF failover over tunnels uses normal OSPF failover rather than
accelerated (<1s) failover. This means 20-30 seconds with default settings, and 3-4 seconds
with more aggressively tuned OSPF timings.

• HA: No state synchronization for L2TP, PPTP and IPsec tunnels There is no state synchron-
ization for L2TP, PPTP and IPsec tunnels.
On failover, incoming clients will re-establish their tunnels after the tunnels are deemed non-
functional. This timeout is typically in the 30 -- 120 seconds range.

• HTTP ALG transfer limitation. The HTTP ALG currently only handles files up to a size of 4
gigabytes.

6. Getting Help
Technical Assistance via Telephone or Email
We offer timely and rapid response to customer inquiries and service requests via telephone or
email. Don't hesitate to contact us if you have any questions regarding the upgrade or installation
procedure.

Clavister Technical Support
Phone: +46 (0)660-29 77 55
E-Mail: support@clavister.com
Web: http://www.clavister.com/support/
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