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Preface

Target Audience

The target audience for this guide is the administrator who has taken delivery of a packaged
Clavister NetWall 100 Series appliance and is setting it up for the first time. The guide takes the
user from unpacking and installation of the device through to power-up, including network
connections and initial cOS Core configuration.

Text Structure

The text is divided into chapters and subsections. Numbered subsections are shown in the table
of contents at the beginning of the document.

Notes to the main text

Special sections of text which the reader should pay special attention to are indicated by icons
on the left hand side of the page followed by a short paragraph in italicized text. There are the
following types of such sections:

Note

This indicates some piece of information that is an addition to the preceding text. It may
concern something that is being emphasized or something that is not obvious or
explicitly stated in the preceding text.

Tip

This indicates a piece of non-critical information that is useful to know in certain
situations but is not essential reading.

Caution

This indicates where the reader should be careful with their actions as an undesirable
situation may result if care is not exercised.

Important

This is an essential point that the reader should read and understand.

/ i Warning

This is essential reading for the user as they should be aware that a serious situation
may result if certain actions are taken or not taken.




Preface

Text links
Where a "See section” link is provided in the main text, this can be clicked on to take the reader

directly to that reference. For example, see Appendix A, NetWall 100 Series Specifications.

Web links

Web links included in the document are clickable. For example, http.//www.clavister.com.

Trademarks

Certain names in this publication are the trademarks of their respective owners.

cOS Core is the trademark of Clavister AB.

Windows, Windows XP, Windows Vista, Windows 7, Windows 8 and Windows 10 are either
registered trademarks or trademarks of Microsoft Corporation in the United States and/or other

countries.

Apple, Mac and Mac OS are trademarks of Apple Inc. registered in the United States and/or other
countries.
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Chapter 1: NetWall 100 Series Overview

« Unpacking, page 7

« Interfaces and Ports, page 10
« Status Lights, page 12

« Zero Touch Support, page 13

- Hardware Sensor Monitoring, page 15

Important: Only cOS Core version 14.00.00 or later is supported

The NetWall 100 Series hardware product can run any cOS Core version from 14.00.00
onwards. Earlier versions are not supported and a downgrade should not be attempted.

1.1. Unpacking

WANT WANZ LANT LAMZ

100 Series

Figure 1.1. An Unpacked NetWall 100 Series Unit

This section details the unpacking of a single NetWall 100 Series device. Open the packaging box
used for shipping and carefully unpack the contents. The packaging should contain the
following:
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« The NetWall 100 Series appliance.
RJ45 Ethernet cable.
- Power cable.

12V/2A AC to DC power adapter.

Note: Report any items that are missing

If any items are missing from the NetWall 100 Series package, please contact your sales
representative.

Support Agreements

All purchasers of a new NetWall hardware product must also subscribe to one of the available
cOS Core support agreements. These provide access to cOS Core updates and provide a
hardware replacement service in the event of a hardware fault. The terms of warranty are
described further in Chapter 6, Warranty Service, along with a description of the hardware
replacement procedure.

The Cold Standby Service

To ensure maximum uptime, a Cold Standby (CSB) Service is available from Clavister as an addition
to certain cOS Core support agreements. This service allows a second, identical NetWall 100
Series unit to be purchased at a discount so that it can quickly substitute for the original unit in
case of failure, with the ability to quickly reassign the original cOS Core license to the standby
unit. When the faulty unit is returned to Clavister, a new cold standby unit is immediately sent
back. More details about the CSB service can be found in the separate NetWall Hardware
Replacement Guide PDF publication.

Downloading NetWall 100 Series Resources

All documentation, version upgrades and other resources for the NetWall 100 Series can be
downloaded from the Clavister website after logging into the relevant MyClavister account.

Contacting Clavister Product Support
Clavister customer support can be contacted by logging in as a customer and reporting an issue
on the company website at https://www.clavister.com. Alternatively, the direct support telephone

number is +46 (0)660-29 77 55 (answered 24/7). Sales enquiries should be directed to the head
office number +46 (0)660-29 92 00 during business hours.

End of Life Treatment

The NetWall 100 Series appliance is marked with the European Waste Electrical and Electronic
Equipment (WEEE) directive symbol which is shown below.
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The product, and any of its parts, should not be discarded using a regular refuse disposal
method. At end-of-life, the product and parts should be given to an appropriate service that
deals with the disposal of such specialist materials.

/i .) WARNING: REPLACE ANY INTERNAL BATTERIES CORRECTLY

THERE IS A RISK OF EXPLOSION IF AN INTERNAL BATTERY IS REPLACED WITH THE
INCORRECT TYPE. DISPOSE OF ANY USED INTERNAL BATTERIES APPROPRIATELY.
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1.2. Interfaces and Ports

This section is an overview of the NetWall 100 Series product's external connectivity options.

WARZ LAaN1

Figure 1.2. NetWall 100 Series Interfaces and Ports

Note: The meaning of the terms "Front" and "Back"

The term "Front" will be used in this guide to refer to the side of the 100 Series that has
the Ethernet ports and the term "Back” to the side that has the status lights.

The NetWall 100 Series features a number of connection ports on the front panel:

4 x RJ45 Gigabit Ethernet interfaces

These have the logical cOS Core interface names WAN1, LAN1, WAN2 and LAN2. These
names are written above each interface on the NetWall 100 Series casing.

The LAN?1 interface is used for initial management connection. The WAN1 is normally used
for the first connection to the public Internet.

In the default cOS Core configuration, the LAN1 interface of the NetWall 100 Series has an
IPv4 DHCP server enabled on it so it will automatically hand out IP addresses belonging to
the default management network to a connecting client. In addition, both the WAN1 and
WAN2 interfaces have an IPv4 DHCP client enabled so that they can automatically be
assigned an IP address if either or both are connected to an ISP (dual connection can provide
redundancy).

The default cOS Core configuration contains a predefined IP rule set that allows clients on the
LAN1 interface to immediately access the Internet via either WAN1 or WAN2. If both
interfaces provide Internet access, WAN1 takes precedence because its all-nets route has a
lower metric.

The default cOS Core configuration is discussed further in Section 4.1, “The NetWall 100 Series
Default Configuration”.

An RJ45 RS-232 console port

This port is used for direct access to the cOS Core Boot Menu and the cOS Core Command Line
Interface (CLI). Connecting to this port is described in Section 3.4, “Local Console Port
Connection”.

Note: The two USB Type A ports are not currently used

10
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The two USB Type A ports on the 100 Series front panel are for future functionality and
are not currently used by cOS Core.

All the Ethernet interface ports function independently of each other and are not connected by a
switch fabric. All are capable of link speed auto-negotiation and can operate using 10Base-T,
100Base-Tx, or 1000Base-T. The interface names are written by each interface.

WAN1 WAN2 LANT LANZ

Figure 1.3. NetWall 100 Series Interface Ports

The full connection capabilities of all the NetWall 100 Series Ethernet interfaces are listed at the
end of Appendix A, NetWall 100 Series Specifications.
RJ45 Ethernet Interface Status LEDs

The status lights on the sides of the NetWall 100 Series RJ45 Ethernet interface sockets indicate
the following states for each interface:

+ LeftLED:
i.  Solid Green - The interface has power.
ii. Flashing Green - The interface is active.
+ Right LED:
i.  Dark-10 Mbit link or no link.
ii. Green-100 Mbit link.

iii. Yellow - 1000 Mbit link.

11
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1.3. Status Lights

The NetWall 100 Series features a set of status lights on the opposite side to the Ethernet ports.

L ey B b W B W ) g

CLaOVISLEX

100 Serles

Figure 1.4. NetWall 100 Series Status Panel View

These LEDs indicate the overall system status, as well as the status of the Ethernet interfaces.
The two status LEDs on the left side indicate overall 100 Series status:
Upper Green LED - This shows power is supplied to the unit.

+ Lower Blue LED - cOS Core has started and is running.

The three rows of twin LEDs marked WAN1, WAN2, LAN1 and LAN2 mirror the status lights
located on the sides of the RJ45 interface ports and indicate the following states:

Upper LED:

i.  Solid Green - The interface has power.

ii. Flashing Green - The interface is active.
+  LowerLED:

i.  Green-100 Mbit link.

ii. Yellow - 1000 Mbit link.

iii. Dark-10 Mbit link or no link.

12
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1.4. Zero Touch Support

The NetWall 100 Series product is able to support the Zero Touch feature in the Clavister
InControl management software product. This means that it is possible to power up a brand new
NetWall 100 Series, connect it to the Internet, and the NetWall 100 Series device will
automatically register itself with an InControl server. The device can then be remotely brought
under centralized InControl management and configured remotely, without any local
configuration needing to be done.

However, this feature will only work if the following prerequisites are true:

The version of InControl being used for device management is 2.00.00 or later.

« The FQDN or IP address of the management InControl server has been set in the MyClavister
account associated with the NetWall 100 Series device. This is done by logging in to the
relevant MyClavister account, selecting Settings and then selecting the Zero Touch tab. Only
one InControl server address can be associated with one MyClavister account.

« The zero touch feature has been enabled for the license associated with the NetWall 100
Series device. This in the MyClavister account by selecting Licenses and then enabling the Zero
Touch button next to the relevant license. If the zero touch button is grayed out then the
feature is not available with that device. There is an option in the previous step to always
enable zero touch by default for all new licenses.

« The version of cOS Core running on the NetWall 100 Series must be 12.00.16 or later. This
might require an upgrade of the factory installed cOS Core version.

«  The cOS Core configuration is in its "factory default" state. Following an upgrade to a version
that supports zero touch or any configuration change, this will require a manual reset to the
default cOS Core configuration. In the Web Interface this is done by going to:

Status > Maintenance > Reset & Restart
And then selecting the following option:
Reset the configuration to current core default

Note that a full hardware reset to factory defaults will undo any cOS Core version upgrade
and this should therefore not be done. Also note that any configuration change that is saved
after a reset to the default configuration will disable the zero touch feature.

« The NetWall 100 Series can be connected to an ISP or other network that can provide Internet
access and that has a DHCP server enabled which can provide a public DNS server address to
the device. Note that physical connection to the Internet should be performed only after the
device is running a zero touch supporting version of cOS Core with the factory default
configuration.

« Access is not blocked by surrounding network equipment for TCP traffic on port 998. This

traffic is required for the NetWall 100 Series to communicate with the InControl server. DNS
traffic between the NetWall 100 Series and public DNS servers must also not be blocked.

Internet Connection Must Use a Specific Interface for Zero Touch
When the NetWall 100 Series is running a version of cOS Core that supports the zero touch

feature, the initial connection to the Internet for InControl management must be made via the
WANT1 interface for the feature to function.

13
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Zero Touch Can Also Simplify Hardware Replacement

In addition to simplifying the addition of a new NetWall 100 Series, the zero touch feature can
also simplify hardware replacement of a NetWall 100 Series with another NetWall 100 Series.
When the replacement hardware is connected to the Internet, InControl can automatically install
the correct license as well as the correct cOS Core version. In addition, InControl will upload its
copy of the cOS Core configuration from the old hardware.

A complete description of the zero touch feature and how it functions can be found in the
separate InControl Administration Guide in the chapter titled Zero Touch.

14
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1.5. Hardware Sensor Monitoring

The NetWall 100 Series is equipped with sensors that provide cOS Core with information about
operational parameters such as CPU temperature. This information is available to the
administrator through the cOS Core management interfaces.

In addition, log message alerts can be automatically generated if a sensor reaches a value outside
of its normal operational range.

Configuring this feature, as well as a list of all the sensors available on each Clavister hardware

model and their normal ranges, can be found in the Hardware Monitoring section of the separate
cOS Core Administration Guide.

15
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Chapter 2: Registering with Clavister

Before applying power to the NetWall 100 Series and starting cOS Core, it is important to
understand the customer and product registration procedures. There are two types of
registration:

Registering as a Clavister Customer

This involves registering basic contact and company information on the Clavister website
and establishing login credentials. Later, these credentials can also be used by cOS Core for
automatically registering the 100 Series hardware unit and automatically downloading the
correct license.

This is a mandatory requirement for all new customers and needs to be done only once. A
description of doing this can be found below. Even if registration is not done before starting
the cOS Core wizard, the wizard will provide a link to the registration page so it can be done
while the wizard is running.

Registration of a NetWall 100 Series Hardware Unit

This is mandatory for every hardware unit before a license can be downloaded. It can be
done in the following ways:

i.  Automatic registration after cOS Core starts - This can done by the Setup Wizard
which starts automatically in the Web Interface when cOS Core is started for the first
time. The wizard is described in Section 4.2, “Web Interface and Wizard Setup”.

ii. Manual registration of the NetWall 100 Series on the Clavister website - This is
described in the last half of this chapter. Manual registration may be necessary if the
appliance does not have Internet access.

A. Registering as a Clavister Customer

The NetWall 100 Series registration steps for a first time user of Clavister hardware are as follows:

1.

Open a web browser, go to https://www.clavister.com and select the MyClavister link.

9 Login to MyClavister

17
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2. The MyClavister login page is presented. If you are already registered, log in and skip to step
8. If you are a new customer accessing MyClavister for the first time, click the Create

Account link.

Username

Johnsmith

Password

o000 OOOOOOED

3. The registration page is now presented. The required information should be filled in. In the
example below, a user called John Smith is registering.

Create Clavister Account
Register for a free account to get the most out of our website.
Username
johnsmith
First Name Last Name
John Smith
Email Phone
john@example.com +460660297755

4.  When the registration details are accepted, an email is sent to the email address given so
that the registration can be confirmed.

Your account has successfully been created, but before you can login you must
first verify your email address. An email has been sent to you with further
instructions on how to complete the registration.

5. Below is an example of the heading in the email that would be received.

18
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6.

Welcome to Clavister!

John Smith, thank you for registering a user account with us. To
complete the registration process, please follow the link below.
Once your account has been activated, you can explore our site and

download articles, white papers, subscribe to our newsletter and much
more.

The confirmation link in the email leads back to the Clavister website to show that
confirmation has been successful and logging in is now possible.

Your account has successfully been verified and you can now x
log in below.

After logging in, the customer name is displayed with menu options for changing settings

and logging out. Note also that multi-factor authentication can be enabled for increased
security in Settings.

X John Smith ~

Downloads ~ Help Desk ~  Training john smith Itd
Company

Settings

Log out

19
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B. Registration of the NetWall 100 Series

This section can be skipped if the NetWall 100 Series unit has access to the Internet. With Internet
access available, registration can be performed automatically by the cOS Core Setup Wizard
which will appear as a browser popup window in the Web Interface when cOS Core starts for the
first time. The wizard is described in Section 4.2, “Web Interface and Wizard Setup”.

If the unit does not have Internet access then manual registration is required and this is done
using the following steps:

8. Now, log into the MyClavister website and select the Register License menu option.

Overview Licenses Cloud Services

License List
License Search

Register License

9. Select the NetWall option.

e -
Clavister NetWall
El

10. The registration fields will be displayed. After selecting the product type, enter the Hardware
Serial Number and Service Tag. These two codes are found on a label which should be
attached to the NetWall 100 Series hardware itself. The label is usually found on the
hardware unit's underside but may be found in another position.

Model Type
Desktop or Rack-mounted model s

Hardware Serial Number

Enter the hardware serial number for your Clavister product.
Service Tag

Enter the service tag for your Clavister product.

20
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The image below shows an example identification label which illustrates the typical layout of
labels found on Clavister hardware products.

CLIOVISTEK
Model: X00 Rev: A

Serial: X00A00101

Service-Tag: X1YZ-A1B2

After Successful Hardware Registration

Once the NetWall 100 Series unit is registered, a cOS Core license for the unit becomes available
for download and installation from Clavister servers. This installation can be done automatically

through the cOS Core Setup Wizard which is described in Section 4.2, “Web Interface and Wizard
Setup”.

If the NetWall 100 Series is not connected to the Internet, the license must be manually
downloaded from the cOS Core website and then manually uploaded.

All license installation options are listed and discussed in Section 4.5, “License Installation”.

21



Chapter 3: Installation

« General Installation Guidelines, page 22

« Flat Surface Installation, page 24

+ Management Computer Connection, page 25

« Local Console Port Connection, page 28

« Connecting Power, page 30

3.1. General Installation Guidelines

Follow these general guidelines when installing the NetWall 100 Series appliance:

Safety

Take notice of the safety guidelines laid out in Chapter 7, Safety Precautions. These are
specified in multiple languages.

Power

Make sure that the power source circuits are properly grounded and then use the power cord
supplied with the appliance to connect it to the power source.

Using Other Power Cords

If your installation requires a different power cord than the one supplied with the appliance,
be sure to use a cord displaying the mark of the safety agency that defines the regulations for
power cords in your country. Such marks are an assurance that the cord is safe.

Power Overload

Ensure that the appliance does not overload the power circuits, wiring and over-current
protection.

To determine the possibility of overloading the supply circuits, add together the ampere
ratings of all devices installed on the same circuit as the appliance and compare the total
with the rating limit for the circuit. The maximum ratings for the 100 Series are listed in
Appendix A, NetWall 100 Series Specifications.

22
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Surge Protection

A third party surge protection device should be considered and is strongly recommended as
a means to prevent electrical surges reaching the appliance. This is mentioned again in
Section 3.5, “Connecting Power”.

Temperature

Do not install the appliance in an environment where the ambient temperature during
operation might fall outside the specified operating range. This range is documented in
Appendix A, NetWall 100 Series Specifications.

The intended operating temperature range is "room temperature”. That is to say, the
temperature most commonly found in a modern office and in which humans feel
comfortable. This is usually considered to be between 20 and 25 degrees Celsius (68 to 77
degrees Fahrenheit). Special rooms for computer equipment may use a lower range and this
is also acceptable.

Airflow

Make sure that airflow around the appliance is not restricted.

Dust

Do not expose the appliance to environments with elevated dust levels.

Note: The specifications appendix provides more details

Detailed information concerning power supply range, operating temperature range and
other operating details can be found at the end of this document in Appendix A,
NetWall 100 Series Specifications.

23



Chapter 3: Installation

3.2. Flat Surface Installation

The NetWall 100 Series can be mounted on any appropriate stable, flat, level surface that can
safely support the weight of the appliance and its attached cables.

However, the 100 Series can also be wall mounted by sliding the two brackets on the underside
of the unit onto suitably located mounting screws.

Important: Always leave space around the appliance

Always ensure there is adequate space around the appliance for ventilation and for easy
access to switches and cable connectors. No objects should be placed on top of the
casing.

The NetWall 100 Series is not designed to be rack mounted.

24
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3.3. Management Computer Connection

cOS Core Starts After Power Up

It is assumed that the NetWall 100 Series unit is now unpacked, positioned correctly and power is
applied. If not, the earlier chapters in this manual should be referred to before continuing.

Clavister's cOS Core software is preloaded on the NetWall 100 Series and will automatically boot
up after power is applied. After the start-up sequence is complete, an external management
computer can be used to configure cOS Core. The management computer's operating system
can be any kind as long it can run a standard modern web browser for configuration using the
cOS Core WebUI.

The Default Management Ethernet Interface

After first-time startup, cOS Core automatically makes management access available on a single
predefined Ethernet interface and assigns to it the private IPv4 address 192.168.1.1 and network
192.168.1.0/24. In addition, this interface has a DHCP server enabled. This means that any DHCP
client that connects can be automatically assigned a private IPv4 address so it can communicate
with the firewall.

For the NetWall 100 Series, the default management interface is LAN1.

cOS Core Setup Methods
Initial cOS Core software configuration can be done in one of the following ways:

+ Using a web browser across a network connection

A standard web browser running on a standalone management computer (sometimes
referred to as the management workstation) can be used to access the cOS Core Web Interface.
This provides an intuitive graphical interface for cOS Core management. When this interface
is accessed for the first time, a setup wizard runs automatically to guide a new user through
key setup steps. The wizard can be closed if the administrator wishes to go directly to the
Web Interface to perform setup manually.

The wizard is recommended for its simplification of initial setup and is described in detail in
Section 4.2, “Web Interface and Wizard Setup”. The wizard assumes that configuring public
Internet access is one of the tasks to be performed and has a step for this.

+ Using CLI commands across a network connection
The setup process can be performed using CLI commands which are input into a remote
management computer running console emulation software. The management computer is

linked across a network to an Ethernet interface on the firewall.

Once a network link to the CLI has been established, the manual configuration steps using
the CLI are described in Section 4.4, “Manual CLI Setup”.

The CLI allows step by step control of the setup process and should be used by
administrators who fully understand both the CLI and the setup steps required.
+ Using CLI commands via the local console

Alternatively, CLI access is possible using console emulation software running on an external
computer connected directly to the RJ45 local console port on the 100 Series hardware.

25
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Direct console connection is described in Section 3.4, “Local Console Port Connection”.

In the default NetWall 100 Series configuration, login credentials are enabled for the local
console. These are a username of admin and a password of admin. These credentials come
from the predefined admin user, which is also used for SSH and Web Interface access.

Connection to an External Management Computer

For system management using the Web Interface or the CLI via SSH, the firewall's LAN1 Ethernet
interface must be connected, across a network or directly, to an Ethernet interface on an external
management computer.

This connection could be made via a local switch using standard Ethernet cables, as shown in the
illustration below.

192.168.1.1

<. 192.168.1.30

"
/ <TG
‘,,--"ﬂ\.___r.» - =,

management e .
workstation Sy |

Alternatively, direct local Ethernet connection to the LAN1 interface could be done without a
switch by using a crossover cable. However, all the RJ45 interfaces on the NetWall 100 Series
support Automatic MDI-X so a crossover cable is not necessary.

Connection to an ISP for Internet Access

For access to the public Internet, another 100 Series Ethernet interface should be selected for
connection to an ISP. In this guide, it will be assumed that the interface WAN1 will be used for
connection to the Internet, although another available interface could be used instead. In the
cOS Core setup wizard, this interface used is always generically referred to as the WAN interface.
cOS Core setup for Internet access is discussed further in Chapter 4, cOS Core Configuration.

Note that in the default cOS Core configuration for the NetWall 100 Series, this interface already
has a DHCP client enabled so it can automatically receive an IP addresses from an ISP.

Tip: Connect the Internet before the management computer

If the WANT1 interface is connected to an ISP before the management computer is
connected to the LAN1 interface, DNS addresses for resolving URIs will be received from
the ISP and then relayed in the DHCP lease sent to a connecting management
computer.

If the management computer is connected first, it may get its IP assigned by the firewall
with a DHCP lease that will not contain DNS addresses and the lease lifetime will be 24
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hours. Renewing the lease, for example with a management computer restart, may be
necessary to get DNS addresses after they are received on the WANT interface.
Alternatively, DNS addresses could be entered into the management computer
manually.

Management Computer Ethernet Interface Setup
The only requirement for the Ethernet interface used for connection on the management
computer is that DHCP is enabled. cOS Core automatically enables a DHCP server on the
firewall's LAN1 interface and this will allocate the relevant IP address to the management
computer using DHCP.
If the management computer is configured manually, the following settings should be used:
« IP address: 192.168.1.30

Subnet mask: 255.255.255.0

- Default gateway: 192.168.1.1

Tip: Using another management interface IP address

The IPv4 address assigned to the management computer's Ethernet interface, could be
any address from the 192.168.1.0/24 network. However, the IP chosen must be
different from 192.168.1.1 which is used by cOS Core's default management interface.
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3.4. Local Console Port Connection

Tip: Skip this section if using the Web Interface for set up

Console port connection can be skipped if cOS Core setup is going to be done using the
cOS Core Web Interface since neither CLI or boot menu access will be needed.

The local console port allows direct management connection to the NetWall 100 Series unit from
an external computer acting as a console terminal. This local console access can then be used for
both management of cOS Core with CLI commands or to enter the boot menu in order to access
firmware loader options. The boot menu is described further in the separate cOS Core
Administration Guide.

The local console port is the physical RJ45 RS-232 port on the far right-hand side of the NetWall
100 Series's front panel.

Figure 3.1. The NetWall 100 Series Local Console Port

Requirements for NetWall 100 Series Local Console Connection
To get management access via the local console port, the following is needed:

An external computer with a serial port and the ability to emulate a console terminal (for
example, using the open source puTTY software).

« The terminal console should have the following settings:
i. 115,200 bps.
ii. No parity.
iii. 8 bits.
iv. 1 stop bit.
v. No flow control.

« An RS-232 cable with appropriate terminating connectors.

Connection Steps
To connect a terminal to the local console port, perform the following steps:

1. Check that the console connection settings are configured as described above.

2. Connect one of the connectors on the cable directly to the local console port on the 100
Series.
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3. Connect the other end of the cable to a console terminal or to the serial connector of a
computer running console emulation software.

The Default Local Console Login Credentials

The console user credentials for logging in are specified by the predefined admin user and are
the same as the credentials for initial network access via the management Ethernet interface:

. Username: admin

. Password: admin

It is recommended to change the password for this user during initial cOS Core configuration.

Remote Console Connection Using SSH

An alternative to using the local console port for CLI access is to connect remotely over a
network via a physical Ethernet interface and using a Secure Shell (SSH) client on the
management computer to issue CLI commands. This is discussed further in Section 3.3,
“Management Computer Connection”.
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3.5. Connecting Power

This section describes connecting power. As soon as power is applied, the NetWall 100 Series will
boot-up and cOS Core will start.

Important: Review the safety information

Before connecting power, please review the electrical safety information found in
Chapter 7, Safety Precautions.

Connecting AC Power
To connect power, follow these steps:
1. Connect the end of the power adapter's power cord to the power inlet on the NetWall 100

Series. The 100 Series has a threaded connector which must be screwed firmly in place to
prevent the power cable accidentally detaching.

Figure 3.2. NetWall 100 Series Power Inlet Connector

2. Plug the power adapter into a suitable AC power outlet. There is no On/Off switch so the
unit will boot up as soon as power is applied.

3. The NetWall 100 Series will boot up as soon as power is applied and cOS Core will start. The
progress of the boot up can be seen on a CLI console connected to the local console port.

4. After a brief period of time, cOS Core will be fully initialized and the NetWall 100 Series is
then ready for configuration using a direct console connection or via a network connection
to the default management Ethernet interface.

Initial cOS Core configuration is described in Chapter 4, cOS Core Configuration.

Important: Protecting against power surges

It is recommended to consider the purchase and use of a separate surge protection unit
from a third party for the power connection to the NetWall 100 Series hardware. This is
to ensure that the appliance is protected from damage by sudden external electrical
power surges through the power cable.

Surge protection is particularly important in locations where there is a heightened risk of
lightning strikes and/or power grid spikes.

Any surge protection unit should be installed exactly according to the manufacturer's
instructions since correct installation of such units is vital for them to be effective.
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« The NetWall 100 Series Default Configuration, page 32
« Web Interface and Wizard Setup, page 34

« Manual Web Interface Setup, page 43

« Manual CLI Setup, page 58

- License Installation, page 67

« Setup Troubleshooting , page 70

Tip: Upgrade to the latest cOS Core version

A new NetWall 100 Series unit may not have the very latest cOS Core version
pre-installed. After the initial configuration described in this section, it is recommended
to upgrade to the latest available version. The steps for upgrading are described in the
separate cOS Core Administration Guide.

4.1. The NetWall 100 Series Default Configuration

This section described the predefined entries in the default cOS Core configuration that are
unique to the NetWall 100 Series.

Ethernet Interface DHCP settings

The NetWall 100 Series appliance comes with a default cOS Core configuration with the
following settings on the Ethernet interfaces:

« The LANT interface has a DHCP server enabled. This means connecting clients will be
automatically allocated an IP address by cOS Core, providing the client has DHCP enabled on
its connecting interface. Clients will also be allocated DNS server addresses if cOS Core itself
has received them from an ISP.

«  The WANT and WAN_2 interfaces both have a DHCP client enabled. This means they can be
automatically assigned an IP address if either is connected to an ISP. DNS server addresses
can also be received by cOS Core.
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Zone Groupings

The Ethernet interfaces are also grouped together into a Zone in the cOS Core configuration in
the following way:

« Theinterfaces LANT and LAN2 belong to a predefined Zone object called LANZone.

« Theinterfaces WANT and WAN2 belong to a predefined Zone object called WANZone.

The Predefined IP Rule Set

The default configuration also contains IP rule set entries that allow traffic to flow from the LAN1
interface and its network to the WANZone interfaces. This means that web surfing clients on LAN17
will have predefined access to the Internet through WANT, or alternatively WAN2 if WAN1 is not
available.

The Predefined all-nets Routes

There is a predefined all-nets route for both the WANT and WAN2 interfaces. The WANT route has
a lower value for its Metric property which means it will have precedence over WAN2 for Internet
traffic if both are connected to an ISP. However, should WAN7 become unavailable, cOS Core will
automatically route traffic through WAN2, providing redundancy.

Changing the Default Configuration

Note that there are no restrictions on how cOS Core is configured in the NetWall 100 Series

product or how the Ethernet interfaces are used. The administrator is free to change or delete
any of the default configuration components.
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4.2. Web Interface and Wizard Setup

This section describes the setup when accessing cOS Core for the first time through a web
browser. The cOS Core user interface accessed in this way is called the Web Interface (or WebUl). It
assumes that a physical network connection has been set up from a management computer to
the default management Ethernet interface, as described in Section 3.3, “Management Computer
Connection”.

Note: Some screenshots have been rearranged

Some of the screenshot images in this section have been rearranged to fit this
document's page size. However, all relevant details in the images have been preserved.

Connect to cOS Core By Browsing to https://192.168.1.1

Using a standard web browser, enter the address https://192.168.1.1 into the navigation window,
as shown in the example below.

O httpsy//192.168.1.1

Note: HTTP access is disabled

HTTP management access is disabled in the default cOS Core configuration and HTTPS
must be used. Unencrypted HTTP access can be enabled by the administrator but this is
not recommended.

Troubleshooting

If there is no response from cOS Core and the reason is not clear, refer to the checklist in
Section 4.6, “Setup Troubleshooting ”.

Important: Do not access cOS Core via a proxy server

Make sure the web browser doesn't have a proxy server configured for the cOS Core
management IP address.

The cOS Core Self-signed Certificate

When responding to the first https:// request in a browser session, cOS Core will send a
self-signed certificate to the browser. All browsers will automatically flag this self-signed
certificate as posing a potential security risk. In the latest Microsoft browser, the following error
message will be displayed in the browser window.
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There's a problem with this website’s
security certificate

This might mean that someone’s trying to fool you or steal any info
you send to the server. You should close this site immediately.

(1 Go to my homepage instead

@ Continue to this webpage (not recommended)

The browser should now be told to accept the Clavister certificate by choosing the option to
continue.

. Note: Sending a CA signed certificate can be configured

It is possible to configure cOS Core to use a CA signed certificate instead of its default

self-signed certificate for the management login. Doing this is described in the cOS Core
Administration Guide.

The Login Dialog

cOS Core will next respond like a web server with the initial login dialog page, as shown below.

Authentication required
Username

admin

Password

Language

English v

The available Web Interface language options are selectable at the bottom of this dialog. This
defaults to the language set for the browser if cOS Core supports that language.

Enter the administrator username as admin and use the default password admin.

Starting the Setup Wizard

After logging in for the first time, the Web Interface will appear and the cOS Core setup wizard
should begin automatically as a popup window. If the wizard is blocked by the browser, it can be
started manually by pressing the Setup Wizard button in the Web Interface toolbar (shown
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below).

& Setup Wizard .

Once the wizard is started, the first dialog displayed is the wizard welcome screen.

Clavister Setup Wizard

WELCOME

Welcome to the Clavister Setup Wizard.

Canceling the Wizard

The setup wizard can be canceled at any point before the final Activate screen. It can run again by
pressing the Setup Wizard button in the Web Interface toolbar. Once any configuration changes
have been made and activated, either through the wizard, Web Interface or CLI, then the wizard
cannot be run since the wizard requires that cOS Core has the factory defaults.

The Wizard Assumes Internet Access will be Configured

The wizard assumes that Internet access will be configured. If this is not the case, for example if
the Clavister Next Generation Firewall is being used in Transparent Mode between two internal
networks, then the configuration setup is best done with manual Web Interface steps or through
the CLI instead of through the wizard and these are explained in the two sections that follow.

DHCP on the LAN1, WAN1 and WAN2 Interfaces is Already Enabled
It should be noted that the following will already be configured:

The LAN1 interface has a DHCP server enabled so a management computer or clients on the
connected network will get IPs automatically assigned to them.

+  The WAN1 and WAN2 interfaces have a DHCP client enabled and will automatically be
assigned an IP address when connected to an ISP.

Note that WAN1 or WAN2 connection should ideally be done before LAN1 so the DNS
addresses received from an ISP can propagate to clients on the LAN1 network.

A small predefined IP rule set automatically allows web surfing by clients on the LAN1

interface via the WAN1 or WAN2 interfaces. This rule set is discussed further in Section 4.1,
“The NetWall 100 Series Default Configuration”. interface.

Advantages of the Wizard

The wizard makes setup easier because it automates what would otherwise be a more complex
set of individual setup steps. It also reminds you to perform important tasks such as setting the
date and time and configuring a log server.

The steps that the wizard goes through following the welcome screen are listed next.
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Wizard step 1: Enter a new admin password and optionally change the username

The first step in setup with the wizard is to enter a new password for the admin user. The admin
username can also be changed if required, as shown in the screenshot below.

The Enforce Strong Passwords option is present in cOS Core versions from 11.05 onwards. This is a
global setting that will enforce the listed strong passwords rules for all users in any local user
database in the configuration. If required, this option can be disabled later. However, it is
recommended to leave this option enabled, which means that the default admin password must
be changed to a conforming strong password before the wizard can move on to the next step.

Note that restoring cOS Core to factory defaults will restore the original admin/admin credential
combination for management access.

 Enforce Strong Passwords policy

Passwords must comply with these complexity rules:

+ Be at least 8 characters in length.
« Not contain significant portions of the user name.
« Contain characters from three out of these four categories:
o Uppercase characters.
o Lowercase characters.
e Digits (0-3)
e Mon-alphanumeric characters (1, 5, # %...)

Usemame: admin

Password:

Confirm

Password:

Wizard step 2: Set the date and time

Many cOS Core functions rely on an accurate date and time, so it is important that this is set
correctly in the fields shown below. The default time zone location is ClavisterHQ which means
the default location and time zone will be Stockholm. If this is not correct it should be changed
to another location and timezone using the drop-down list.

DATE AND TIME SETTINGS

Set system date and time for proper function of features like logging, UTM and
updates.

Current Date and Time 2018-05-16 12:48-16 Set

TIMEZONE SETTINGS

Location ClavisterHQ

Enable daylight saving time
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Wizard step 3: Select transparent mode interfaces

This step allows any transparent mode interfaces to be set up. If no transparent mode interfaces
are required, leave this dialog in the default Normal Mode and go to the next step. Transparent
mode interfaces can be configured at any time later, outside of the wizard.

Mormal Mode

(a' Transparent Mode

Remember that Transparent Mode does not support High Availability

Please select the interfaces to enable Transparent Mode on, from the list of available interfaces.

Available Selected
LANT
LANZ
WAN1
WANZ
+ Include X Remave
Metwork:

DHCP Passthrough

L2 Passthrough for Nen-IP Protecols

Note: This step is only available with version 11.04 or later

The step to optionally set up transparent mode interfaces in the startup wizard is only
available with cOS Core version 11.04 or later. Also, the available interface list shown
above will vary according to the platform on which cOS Core is running.

Wizard step 4: Select the WAN interface

Next, you will be asked which interface that will be used to connect to an ISP for Internet access.

WAMN INTERFACE SETTINGS

Select the interface that is connected to the Intermet.

Interface: C WANT

Wizard step 5: Select the WAN interface settings

This step selects how the WAN connection to the Internet will function. It can be one of Manual
configuration, DHCP, PPPoE or PPTP as shown below.
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o Static - manual configuration

Maost commonly used in dedicated-ine Internet connections. The IP configuration parameters are

provided by the Interet Service Provider.

DHCP - automatic configuration

Regular ethernet connection with DHCP-assigned IP address. Used in many DS5L and cable modem

networks. Everything is automatic.

PPPoE - account details needed

PPP over Ethemet cennection. Used in many DSL and cable modem netwerks. After providing account

details, everything is automatic.

PPTP - account details needed

PPTP over Ethernet connection. Used in some DSL and cable modem networks. Account details are

needed, but alsc IP parameters for the physical interface that the PPTP tunnel runs over.

These four different connection options are discussed next in the subsections 5A to 5D that
follow.

« 5A. Static - manual configuration

Information supplied by the ISP should be entered in the next wizard screen. All fields need
to be entered except for the Secondary DNS server field.

STATIC IP SETTINGS

Static WAN interface configuration is most commonly used in dedicated-line Internet connections. The IP
configuration parameters are provided by the Intermet Service Provider.

IP Address:

Metwork: E.g. 192.163.1.0/24

Gateway:

Primary DNS server:

Secondary DNS server:

« 5B. DHCP - automatic configuration

All required IP addresses will automatically be retrieved from the ISP's DHCP server with this
option. No further configuration is required for this so it does not have its own wizard screen.

« 5C.PPPOE settings

The username and password supplied by an ISP for PPPoE connection should be entered. The
Service field should be left blank unless the ISP supplies a value for it.

39



Chapter 4: cOS Core Configuration

PPPOE SETTINGS
PPP over Ethemet connections are used in many DSL and cable modem networks. After authenticating,
everything is automatic.
Usemname:
Password:

Confirm Password:

Service:

DNS servers are set automatically after connection with PPPoE.

« 5D.PPTP settings

The username and password supplied by an ISP for PPTP connection should be entered. If
DHCP is to be used with the ISP then this should be selected, otherwise Static should be
selected followed by entering the static IP address supplied by the ISP.

PPTP tunnel parameters:

Usermame:
Password:
Confirm Password:

Remote Endpoint:

Physical interface parameters:
- DHCP

Static

IP Address:
Metwork:

Gateway:

DNS servers are set automatically after connection with PPTP.

Wizard step 6: DHCP server settings

If the Clavister Next Generation Firewall is to function as a DHCP server, it can be enabled here in
the wizard on a particular interface or configured later.

The range of IPv4 addresses that can be handed out must be specified in the form n.n.n.n-n.n.n.n,
where n is a number between 0 and 255 and n.n.n.n is a valid IPv4 address within a subnet local
to the firewall.

For example, the private IPv4 address range might be specified as 192.168.1.50 - 192.168.1.150
with a netmask of 255.255.255.0.
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Disable DHCP Server
(o' Enable DHCP Server

Interface:

Enter a range of IP addresses to hand cut to DHCP clients:

IP Range: E.g. 192.168.1.40-192.168.1.80

MNetmask:

Optionally enter a default gateway andf/or DNS server to hand out to DHCP clients:

Default Gateway:

DMNS Server:

For the default gateway, it is recommended to specify the IPv4 address assigned to the internal
network interface. The DNS server specified should be the DNS supplied by an ISP.

Wizard step 7: Helper server settings

Optional NTP and Syslog servers can be enabled here in the wizard or configured later. Network
Time Protocol servers keep the system date and time accurate. Syslog servers can be used to
receive and store log messages sent by cOS Core. By selecting the Clavister option, the current
time will be updated over the Internet from Clavister's own timeserver.

HELPER SERVER SETTINGS

Additional servers for keeping the time accurate and for logging data.
Disabled

(o Clavister (pre-configured timesync server)
Custom

Primary NTP Server: E.g.: 'dns: pool.ntp.org

Secondary NTP Server: (Optional)

Sysleg servers - for receiving log data from the unit

If both servers are configured, logs will be sent to both at the same time.

Syslog server 1:

Syslog server 2: (Optional)

When specifying a hostname as a server instead of an IP address, the hostname should be
prefixed with the string dns:. For example, the hostname host1.company.com should be entered
as dns:host1.company.com.
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Wizard step 8: Activate setup

The final step for the configuration is to save and activate it by pressing the Activate button. After
this step the Web Interface returns to its normal appearance and the administrator can continue
to configure the system.

ACTIVATE SETUP

Click "Activate’ to finalize the configuration.

After the restart, the unit should be fully cperational and use a basic firewall policy that allows nearly
everything from the inside and out, and nothing in the opposite direction.

Cancel << Prev

Wizard step 9: License Activation

This last and optional step is to install a license which is fetched automatically from Clavister
servers. Internet access must have been set up in previous wizard steps for this option to
function. The only input required is the MyClavister username and password for the Clavister
website. This also creates a lasting link between the 100 Series and the Clavister servers so that
any future license updates can be installed automatically.

MYCLAVISTER CONNECTION

To enable automatic license checking via the MyClavister Connection, please enter username and
password for your Clavister website account. After successiul download of the key, click activate to
save and complete the connection.

Username:
Password:

Log In

If customer registration has not been previously been done, a link is provided to open a browser
window to complete registration. After registration, come back to this step.

Alternatively, this step can be skipped and license installation can be done later, in which case
cOS Core will run in demo mode with a 2 hour time limit. After the 2 hour period, only
management access will be allowed.

If a license is installed at this point, the wizard will then ask if a reconfigure or restart operation

should be performed. To ensure that the 100 Series can make use of the full capabilities of the
license, the restart option should be chosen.

Running the Wizard Again
Once the wizard has been successfully finished and activated, it cannot be run again. The

exception to this is if the Clavister firewall has its factory defaults restored, in which case the
device will behave as though it were being started for the first time.
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4.3. Manual Web Interface Setup

This section describes initial cOS Core configuration performed directly through the Web
Interface, without using the setup wizard. Configuration is done as a series of individual steps,
giving the administrator more direct control over the process. Even if the wizard is used, this
section can also serve as a good introduction to using the Web Interface for configuring key
aspects of cOS Core.

Ethernet Interfaces

The physical connection of external networks to the Clavister Next Generation Firewall is through
the various Ethernet interfaces which are provided by the hardware platform. On first-time
startup, cOS Core scans for these interfaces and determines which are available and allocates
their names. The first interface detected in the scan always becomes the initial default
management interface and this cannot be changed beforehand.

All Ethernet interfaces are logically equal for cOS Core and, although their physical capabilities
may be different, any interface can perform any logical function.

The NetWall 100 Series uses the LAN1 interface as its default management interface. To describe
manual Internet setup, it is assumed here that the LAN2 interface will be used for connection to
a protected internal client network and the WANZ2 interface will be used for connection to the
public Internet.

As mentioned earlier, the LAN1 and WAN1 interfaces could be used to connect automatically to
clients and the Internet because they already have DHCP enabled in the default configuration
and there are predefined entries in the IP rule set that allow clients to browse the Internet. The
default configuration is discussed further in Section 4.1, “The NetWall 100 Series Default
Configuration”. However, the purpose of this section is to show how manual setup can be done.

The WAN2 interface also has a DHCP client enabled on it in the default configuration so it is
assumed that this client will be disabled for manual setup.

Changing the admin Password

It is strongly recommended to change the password of the admin user as the first task in manual
cOS Core setup. This is done by first selecting the System option from the Web Interface toolbar
and then Local User Databases from the navigation pane to display the local user database list,
as shown below.

Local User Databases

Manage the local user databases and user accounts used for authentication purposes.

® Add v

# - Name

- # AdminUsers

Next, select AdminUsers and then the Users tab to display the contents of this predefined
database
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General Users

@ Add v

Name =« Groups Static Client IP Address Networks Bet

@

Select the default user Admin to open a dialog to change its password.

Mame: admin

Password: eessssss

Confirm Password: essssses

By default, using a strong admin password will be enforced meaning that the new password
must comply with a set of strong password conventions. Activating configuration changes will
not be possible while the password is weak. The only way around this is to first turn off the
strong password policy in the configuration, but this is not recommended.

Setting the Date and Time

Many cOS Core functions rely on an accurate date and time, so it is important that this is set
correctly. To do this, select System > Device > Date and Time. The current system time is
displayed and this can be changed by selecting the date and time fields then manually entering
the desired figures. Pressing the Set button will then set the time to the entered values.

2017-06-12 14:05:10 Set Synchronize

Also choose the correct time zone from the Location drop-down list. The default location is
ClavisterHQ which is Stockholm time.

Location: ClavisterHQ B

Alternatively, the Synchronize button can be pressed to get the current date and time from
external Network Time Protocol (NTP) servers. Clavister's own NTP server is also an option.
Using NTP servers will require Internet access.

An example of configuring a custom NTP server configuration is shown below.
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Disabled
Clavister (pre-configured timesync server)

®  Custom

Primary Time Server: -

Note: Use an FQDN address for a time server

An FQDN Address object must be used when specifying a time server address. See the
relevant cOS Core Administration Guide section for more explanation.

Once the values are set correctly, press the OK button to save the values temporarily.
Configuration changes will not become active until the new configuration becomes the current
and active configuration. Doing this is discussed next.

Activating Configuration Changes

To activate any cOS Core configuration changes made so far, select the Save and Activate
option from the Configuration menu (this procedure is also referred to as deploying a
configuration).

ﬂSetup Wizard |I| ﬂ'l‘“::'“":;;,,-'a: on I

A dialog is then presented to confirm that the new configuration is to become the running
configuration.

Save Configuration

Save and activate changes made to the configuration file.
SAVE AND ACTIVATE
Are you sure you want to save the configuration?

An administrater needs to log in within 30 secends to verify the new configuration. Otherwise the
unit will assume that you accidentally locked yourself cut, and revert to its previcus configuration.

After clicking OK, cOS Core reconfiguration will take place and, after a short delay, the Web
Interface will try to reconnect to the firewall.

The changes have been saved, and the unit is now activating the new configuration.

You must recennect to it within 30 seceonds for the cenfiguration changes to be finalized. If this
fails, the unit will revert to its previcus cenfiguration.

This page will autematically refresh in 9 seconds in an attempt to do this autematically.
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If no reconnection is detected by cOS Core within 30 seconds (this length of time is a setting that
can be changed) then cOS Core will revert back to the original configuration. This is to ensure
that a new configuration does not accidentally lock out the administrator. After reconfiguration
and reconnection, a success message will be displayed.

COMMIT CHANGES

Configuration successfully activated and committed.

Reconfiguration is a process that the cOS Core administrator may initiate often. Normally,
reconfiguration takes a brief amount of time and causes only a slight delay in traffic throughput.
Active user connections through the firewall should rarely be lost.

Tip: How frequently to commit configuration changes

It is up to the administrator how many changes to make before activating a new
configuration. Activating changes in small batches can be the best approach in order to
check that a small set of changes work as planned.

However, it is not advisable to leave changes uncommitted for long periods of time,
such as overnight, since any system outage will result in the pending changes being lost.

Automatic Logout

If there is no activity through the Web Interface for a period of time (the default is 15 minutes),
cOS Core will automatically log the user out. If they log back in through the same web browser
session then they will return to the point they were at before the logout occurred and no
pending changes are lost.

Setting Up Internet Access

Setting up public Internet access manually using the Web Interface will now be described. There
are four options which are listed below.

A. Static - manual configuration.

B. DHCP - automatic configuration.
C. PPPOE setup

D. PPTP setup

The steps to configure these Internet connection alternatives with the Web Interface are
discussed next.

Note that on the NetWall 100 Series, a DHCP client is enabled in the default configuration on the
WAN1 and WAN?2 interfaces so that usually method B is used. The other methods are included
here in case they are needed.

A. Static - manual configuration

46



Chapter 4: cOS Core Configuration

Manual configuration means that there will be a direct connection to the ISP and all relevant IP
addresses for the connecting interface are fixed values that will be entered into cOS Core
manually.

Note: The interface DHCP option should be disabled

For static configuration of the Internet connection, the DHCP option must be disabled in
the properties of the Ethernet interface that will connect to the ISP. In this case, WAN2.

The initial step is to set up a number of IPv4 address objects in the cOS Core Address Book. Let us
assume that the interface used for Internet connection is to be WAN2 and that the static public
IPv4 address for this interface is to be 203.0.113.35, the ISP's gateway IPv4 address is 203.0.113.1,
and the network to which they both belong is 203.0.113.0/24.

Now, add the gateway /P4 Address object using the address book name wan_gw and assign it the
IPv4 address 203.0.113.1. The ISP's gateway is the first router hop towards the public Internet
from the Clavister Next Generation Firewall. Go to Objects > Address Book in the Web Interface.

The current contents of the address book will be listed and will contain a number of predefined
objects automatically created by cOS Core after it scans the interfaces for the first time. The
screenshot below shows the initial address book for the NetWall 100 Series.

& Name = Address User Auth Groups | Comments
2 4 all-nets 0.0.0.0m All possible netwarks
3 g all-netss o] All possible IPVE netwarks
InterfaceAddresses
4 4 localhost 127.0.0.1 (127.0.0.2) Localhost, for non-management High Availal
il glocalhostd | o1 (2) Localhost, for non-management High Availal

Note: The all-nets address

The IPv4 address object all-nets is a wildcard address that should never be changed and
can be used in many types of cOS Core rules to refer to any IPv4 address or network
range.

All the Ethernet interface related address objects are gathered together in an address book folder
called InterfaceAddresses. By clicking on this folder, it will be opened and the individual address
objects it contains can be viewed.

On initial startup, two IPv4 address objects are created automatically for each Ethernet interface
detected by cOS Core. One IPv4 address object is named by combining the physical interface
name with the suffix "_ip" and this is used for the IPv4 address assigned to that interface. The
other address object is named by combining the interface name with the suffix "_net" and this is
the network to which the interface belongs.

Tip: Creating address book folders

New folders can be created when needed and provide a convenient way to group
together related IP address objects. The folder name can be chosen to indicate the
folder's contents.
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Now click the Add button at the top left of the list and choose the IP4 Address option to add a
new address to the folder.

+ Add -
Address Folder
Ethernet Address

Ethernet Address Group

IP4 Address

Enter the details of the object into the properties fields for the /P4 Address object. Below, the IPv4
address 203.0.113.1 has been entered for the address object called wan_gw. This is the IP of the
ISP's router which acts as the gateway to the public Internet.

IP4 Address

Use an IP4 Address item to define a name for a specific IP4 host, network or rangs

General User Authentication

Mame:  wan_gw

Address:  203.0.113.1

Click the OK button to save the values entered.

Then set up WAN2_ip to be 203.0.113.35. This is the IPv4 address of the WAN_2 interface which will
connect to the ISP's gateway.

Lastly, set the IP4 Address object WAN2_net to be 203.0.113.0/24. Both the address objects and

wan_gw must belong to the same network in order for the interface to communicate with the
ISP.

Together, these three IPv4 address objects will be used to configure the Ethernet interface
connected to the Internet which, in this example, is Select Network > Interfaces and VPN >
Ethernet to display a list of the physical interfaces and address book objects assigned to them.

- Name IPv4 Address IPv4 Network IPv4 Gateway IPvé Address IPv6
1 4 WAN1 4 ip_WAN1 4 WANTInet
2 | & WANZ 4 Ip_WANZ 4 WANZnet
3 3 LANT 4 1Ip_LANT 4 LANTnet
4 I LaNz 4 ip_LAN2 4 LANZnet

Click on the interface in the list which is to be connected to the Internet. The properties for this
interface will now appear and the settings can be changed including the default gateway.
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IP address: | .4 WANZ ip -
MNetwark: 4 WANZ_net -
Default Gateway: | .4 wan_gw -

Press OK to save the changes. Although changes are remembered by cOS Core, the changed
configuration is not yet activated and won't be activated until cOS Core is told explicitly to use
the changed configuration.

Remember that DHCP should not be enabled when using static IP addresses and also that the IP
address of the Default Gateway (which is the ISP's router) must be specified. As explained in more
detail later, specifying the Default Gateway also has the additional effect of automatically adding
a route for the gateway in the cOS Core routing table.

At this point, the connection to the Internet is configured but no traffic can flow to or from the
Internet since all traffic needs a minimum of the following two cOS Core configuration objects to
exist before it can flow through the Clavister Next Generation Firewall:

« An [P Policy object in the IP rule set that explicitly allows traffic to flow from a given source
network and source interface to a given destination network and destination interface.

« A route defined in a cOS Core routing table which specifies on which interface cOS Core can
find the traffic's destination IP address.

If multiple matching routes are found, cOS Core uses the route that has the smallest (in other
words, the narrowest) IP range.

An IP policy therefore needs to exist that will allow traffic from clients to the Internet.

Note that with the NetWall 100 Series, the main IP rule set will already contain a number of
predefined entries in the default configuration that will allow clients on the LAN1 interface to
access the Internet via the WAN1 or WAN2 interfaces. This is discussed in more detail in
Section 4.1, “The NetWall 100 Series Default Configuration”.

This section will discuss how IP rule set entries could be manually created to allow Internet
access for clients on LAN2 via interface WAN2.

To add an IP policy, go to Policies > Firewalling > Main IP Rules. The main IP rule set will now
be displayed. Press the Add button and select IP Policy from the menu.

+ Add r

IP Palicy

The properties for the new object will appear. In this example, the policy will be called
lan_to_wan. The Service is set to http-all which is suitable for web browsing (it allows HTTP and
HTTPS connections).

49



Chapter 4: cOS Core Configuration

Mame: lan_to_wan

Action: m |

Interface MNetwork Geolocation
Source: J LANZ - 4 LANZ_net ¥ | [Anywhere) -
Destination: 3 WAN2 - 4 allnets * | (Anywhers) -
Service: http-all -

The destination network is specified as the predefined IP4 Address object all-nets. This is used
since it cannot be known in advance to which IP address web browsing will be directed and
all-nets allows browsing to any IP address. IP rule sets are processed in a top down fashion, with
the search ending at the first matching entry. An all-nets entry like this should be placed towards
the end of the rule set since other rules with narrower destination addresses should trigger first.

In addition to entering the above for the policy, the Source Translation should be set to NAT and
the Address Action left as Outgoing Interface IP. Note that the default source translation value for
an IP policy is Auto and this would also provide NAT translation between a private and public IP
address but NAT is specified explicitly in this section for clarity.

SOURCE TRANSLATION

Address Translation:  NAT -

Address Action: ~ Outgoing Imerface IP -

By using NAT, cOS Core will use the destination interface's IP address as the source IP. This means
that external hosts will send their responses back to the interface IP and cOS Core will
automatically forward the traffic back to the originating local host. Only the outgoing interface
therefore needs to have a public IPv4 address and the internal network topology is hidden.

For web browsing, public DNS lookup also needs to be allowed in order to resolve URIs into IP
addresses. The service http-all does not include the DNS protocol so a similar IP rule set entry that
allows this is needed. This could be done with a single IP policy that uses a custom service which
combines the HTTP and DNS protocols. However, the recommended method is to cre