Clavister NetWall
Training Courses

Become A NetWall Expert

At the heart of every NetWall product is our cOS Core, CIavistw
engine that drives and controls our range of next-generation firewalls. This robust core

is the foundation upon which our comprehensive NetWall solutions are built.

To help you master the full potential of our NetWall products, Clavister offers a
comprehensive Expert Training Path. This path has been carefully designed to support
you in becoming a NetWall expert. It consists of four comprehensive courses, each
tailored to build on your knowledge and skills:

Clavister NetWall Fundamentals

Clavister NetWall Building Corporate Networks
Clavister NetWall VPN

Clavister NetWall Routing



Clavister Netwall
Fundamentals

The Clavister NetWall Fundamentals course is an
introductory training programme designed for

people who are new to Clavister products. It's

suitable for beginners and technicians familiar with
other vendors. The course provides a hands-on,
scenario-based introduction to firewall administration,
security, and network management systems. It's the
first step towards becoming a NetWall expert.

Benefits for IT Specialists and Clavister Partners

The course is particularly beneficial for IT specialists responsible for
network security and management. If you are a Clavister Partner,
having certified employees can enhance your value as a security
provider and improve your partnership level, leading to better deals.

Course Content and Learning Objectives

The course is flexible, allowing you to start whenever you're ready.
You'll play the role of a network administrator for a small company
facing a variety of challenges. The course provides you with tools
for redundancy, traffic optimisation and inspection, and fine-
grained control. These tools include security policies, application
control, intrusion detection and prevention, log receivers and
troubleshooting.

After completing the course, you'll have a good understanding of
how to design, build, and administrate networks using Clavister
products. You'll also have the option to take a certification exam to
receive an official Clavister certificate.

Recommendation

To get the most out of the course, it's recommended to have
knowledge in TCP/IP, routing, and firewall basics. A computer with
good internet connectivity and two screens is ideal for following the
online sessions.

Course Details
Formats:
ILO+LAB online or onsite (duration 1 or 2 days)

Self-paced + LAB




Clavister VPN

The Clavister NetWall Virtual Private Networks (VPN)
course is a hands-on, scenario-based training that
covers the various VPN techniques available in every
Clavister firewall. VPNs are a cost-effective way to
securely connect people and organisations, and
understanding the technologies involved is crucial for
security.

Benefits for IT Specialists and Clavister Partners

This course is designed for IT specialists who are responsible for the
security and management of networks, regardless of their size. If
you're a Clavister Partner, having certified employees can enhance
your value as a security provider, improve your partnership level,
and lead to better deals.

Course Content and Learning Objectives

The course covers the basics of VPN technologies, such as IPsec and
IKE, and guides you through different configuration methods. It also
covers user authentication and various VPN scenarios, including
hub-and-spoke VPN, full mesh VPN, roaming VPN, and SSL VPN
featuring Clavister OneConnect.

After completing the course, you'll have a good understanding of
how best to design, build, and administrate networks using Clavister
products. This course is somewhat standalone and will help you
solve challenges using VPN technologies.

Course Details

Duration: 1 day

Formats: ILO+LAB online or onsite

Prerequisites:  Clavister NetWall Fundamentals (recommended)



Clavister BCN

The Clavister NetWall Building Corporate Networks
course is an advanced training programme that builds
on the knowledge gained in the Clavister NetWall
Fundamentals course. It focuses on transforming a
small-scale setup into a corporate-grade solution that
ensures business continuity.

Benefits for IT Specialists and Clavister Partners

This course is designed for IT specialists responsible for network
security and management. If you're a Clavister Partner, having
certified employees can enhance your value as a security provider,
improve your partnership level, and lead to better deals.

Course Content and Learning Objectives

The course provides hands-on, scenario-based training that
emphasises best practices for designing and configuring networks
and security with availability, scalability, and reliability in mind.

As a network administrator for a sizable corporation, you'll face
more complex challenges. The course will equip you with tools

for redundancy and load balancing, traffic optimisation, and fine-
grained control. These tools include high availability, route failover,
route load balancing, server load balancing, policy-based routing,
VLANSs, NAT pools, log receivers, REST APIs, and SNMP monitoring
and traps.

After completing the course, you'll have a good understanding of
how best to design, build, and administrate networks using Clavister
products.

Course Details

Duration: 1 day

Formats: ILO+LAB online or onsite

Prerequisites: Clavister NetWall Fundamentals (recommended)




Clavister Routing

The Clavister NetWall Routing course is a hands-

on, scenario-based training that delves into routing
techniques in depth. It starts with a refresher on the
basics and progresses to cover complex mechanisms
such as asymmetric, dynamic, virtual, and multicast
routing, as well as how Clavister firewalls handle them.
This course is considered the final step in achieving
NetWall expertise.

Benefits for IT Specialists and Clavister Partners

The course is designed for IT specialists responsible for network
security and management. If you're a Clavister Partner, having
certified employees can enhance your value as a security provider,
improve your partnership level, and lead to better deals.

Course Content

The course covers routing basics, static routing, policy-based
routing, proxy ARP, OSPF, loopback interfaces, and switch routes.
It also explores various routing scenarios, including virtual routing,
dynamic routing, multicast routing, and transparency.

Summary

In summary, the Clavister NetWall Routing course is a
comprehensive training programme that provides the necessary
skills and knowledge to effectively manage and secure networks
using advanced routing techniques in Clavister products. It's a
valuable resource for IT professionals and Clavister Partners alike.

Course Details

Duration: 1 day

Formats: ILO+LAB online or onsite

Prerequisites:  Clavister NetWall Fundamentals (recommended)



Price list

Online hybrid self-paced Training + Lab, access for two weeks,
including 2 certification attempts, valid for 12 months.

TRA-SELF-LAB I 850 EUR = 950 USD BE= 8500 SEK

Clavister Online Training + Lab - 1 person 1 day courses Voucher for one day Instructor-Led
Online training and Lab access (ILO+LAB) for 1 person. Includes 2 certification attempts (when
applicable), valid for 12 months.

TRA-ILO-LAB-1DAY B 1 780 EUR E= 2 100 USD EEm 18000 SEK

Clavister Online Training + Lab - 1 person 2 day courses Voucher for two days Instructor-Led
Online training and Lab access (ILO+LAB) for 1 person. Includes 2 certification attempts (when
applicable), valid for 12 months.

TRA-ILO-LAB-2DAY B 3 180 EUR

3780 USD EEm 32400 SEK

Ready to Elevate Your Network Security Skills?

For any questions, further information,
or to book a course, please don't hesitate to get in touch.

Email: education@clavister.com

Website: www.clavister.com/services/education/
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